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I. Communications With MEMBERS OF THE DISTRICT COMMUNITY through technolOgy 
Staff use of any technology – whether owned or authorized by the School District or by the staff member – to communicate with students, employees, parents, and other members of the School District community, can be beneficial. With students, for instance, e-mail, social networking websites, blogs, text messaging and other technology can be valuable tools to continue class discussions, better engage students who are captivated by technology, and allow students to speak freely to teachers and other staff members about issues they do not feel comfortable discussing in person. Such use also comes with inherent risks, which are discussed in this section. 
A. Recordkeeping Issues.  It is unclear to what extent the following laws may be implicated by electronic communication with members of a school district’s community. If the laws are implicated, a school district may be responsible for having access to and/or maintaining electronic communications. This can be a logistical nightmare and, in some cases, impossible. For instance, a school district cannot request access to or information from an employee’s personal networking website under Illinois law. 
1. Personnel: The Personnel Records Review Act provides that personnel must be allowed to review “any personnel documents which are, have been or are intended to be used in determining that employee's qualifications for employment, promotion, transfer, additional compensation, discharge or other disciplinary action.” Communications through technology may fit this definition and so may need to be maintained as other personnel records. 

2. Students: The definition of “school student record” that must be maintained and kept confidential by school districts and their employees by the Illinois School Student Records Act is very broad. It includes “any writing or other recorded information concerning a student and by which a student may be individually identified, maintained by a school or at its direction or by an employee of a school, regardless of how or where the information is stored.” 
3. Local Records: The Local Records Act provides that all “public records” must be maintained until authorized for destruction by the Local Records Commission. The definition of “public records” includes any “digitized electronic material” or “other official documentary material, regardless of physical form or characteristics, made, produced, executed or received by any agency or officer in connection with the transaction of public business and preserved or appropriate for preservation by such agency or officer, or any successor thereof, as evidence of the organization, function, policies, decisions, procedures, or other activities thereof, or because of the informational data contained therein.
4. Public Records: The Illinois Freedom of Information Act requires school districts to produce all “public records” in response to requests from the public, unless an exemption applies. 
B. Student Issues.  The following are concerns specific to communications with students:

1. Liability Concerns. 
a. Parents may argue that once a staff member “leads” a student onto technology, especially online, the school district is responsible for risks associated with that use. For instance, if a staff member creates a Facebook group to communicate with students, and the student “links” to another inappropriate page on Facebook after accessing the staff member’s page, the parent may believe the school is responsible. 
b. School district may have duties to “watch over” interactions between students and staff on technology to avoid lawsuits alleging improper relationships between staff members and students.

(1) Sandra T.E. v. Sperlik, 639 F. Supp. 2d 912 (N.D. Ill. July 23, 2009): School district sued for “turn[ing] a blind eye” to evidence of sexual abuse. Although this case did not involve an online relationship, the principles therein could be applied to improper relationships online.

(2) Over a period of several years, the teacher had improperly touched female students in his class and had bound some of them with duct tape while he abused them. 
(3) The plaintiffs alleged that school officials contributed to the teacher’s abuse when they “looked the other way” or “swept reports of his abuse under the carpet.” 
(4) School officials were negligent in failing to take stronger action against the teacher.

2. Boundary Blunders.
a. Blurring Lines: The risk of inappropriate relationships between teachers and students is heightened with the use of technology, even if the teacher does not intend that result.

b. Example: Spanierman v. Hughes, 576 F.Supp.2d 292 (D. Conn. 2008)
Teacher: “[student] and [another student] sittin in a tree. K I S S I N G. 1st comes love then comes marriage. HA HA HA HA HA HA HA!!!!!!!!!!!!!!!!!!!!!!!! LOL”

Student: “don’t be jealous cause you cant get any lol:)”

Teacher: “What makes you think I want any? I'm not jealous. I just like to have fun and goof on you guys. If you don't like it. Kiss my brass! LMAO”

TOP TEN TIPS FOR AVOIDING PITFALLS RELATED TO COMMUNICATIONS THROUGH TECHNOLOGY

1.
With students, remember, you are a role mode, NOT A FRIEND.

2.
Monitor your own emotional or psychological vulnerabilities. Make sure you do not use students to boost your own self-esteem, to feel better about your own attractiveness, fulfill your need for validation and affirmation outside of the classroom, etc.

3.
Provide clear guidelines to students and parents about what online activity is appropriate and that parents retain responsibility to monitor their student’s activities online even when using technology for school purposes. 

4.
Don’t use technology to communicate with students, other employees, parents, or other members of the District community without express administrator permission.

5.
Have conversations about contentious issues (with students, staff, or parents) through school district issued emails. Forward communications from other technology to district issued email if they become contentious. 
6.
Never use personal social media accounts to communicate with members of the District community.

7.
Never use personal technology to communicate with individual students. For instance, only send text messages to GROUPS of students. 
8.
Realize communications with students and parents (even on personal technology) may be subject to disclosure (e.g., FOIA, lawsuit discovery). Know that you may be required to turn over personal technology to the school district if you choose to use it to communicate with members of the district community.
9.
Understand any responsibilities you may have to retain records on personal technology used to communicate with members of the district community under your school district policies or procedures.

10.
Immediately report any conduct that you believe crosses the line from professional behavior to administration. 
II. Teacher and Other Employee Use of Technology on “Private” Time

A. Employees may be subject to discipline for actions that occur outside of school on private time.

B. Speech is protected by the First Amendment only if:

1. It is made by the employee in his or her role as a private citizen

2. It touches on a matter of public concern, and
3. It does not interfere with his or her job duties.

Example: Stacy Snyder, a 25-year-old student teacher, posted a photograph on her publicly available MySpace page that showed her at a party, in a pirate costume, drinking alcohol with the caption “Drunken Pirate.” 
· An administrator saw the photo, and Snyder not only lost her job, but the university she was attending refused to allow her to receive her teaching degree. 
· Administrators claimed that the picture constituted virtual promotion of online drinking to her students. 
· Snyder sued in federal court, but lost. The court held that the speech was not protected by the First Amendment’s protections of freedom of speech, because the speech was not on any matter of public concern. 
III. acceptable use of technology (in sCHOOL)

A. The School District, as owner of technology such as desktop computers, district-issued cell phones and laptops, has the right to monitor, search, and otherwise access most material that is created, viewed, or otherwise accessed by any user of that technology.

· This includes the right to access “screen shots” of internet pages that users have accessed, including websites (e.g., Facebook) that you look at while on School District technology, even if the website itself is protected by a password.
B. Students and employees are required to sign an acceptable use policy, which governs activities on School District technology and notifies you of the right to monitor, search, and otherwise access that technology without prior notification.
· Students and teachers may be disciplined for failure to comply with the terms of the AUP, even if their speech is arguably protected by the First Amendment.
· Illicit materials (e.g., pornography, relationships with students) found during these searches will lead to reports to the police for criminal activity. The media may also gain access to information regarding such behavior through Freedom of Information Requests.
C. INAPPROPRIATE STAFF USE
1. Even if a school district allows some personal use of district electronic resources, if an employee uses district electronic resources during work times or excessively, that use may lead to loss of privileges and/or discipline. 
2. TIP: If you accidentally access something inappropriate, report it immediately!! 

a. Donahue v. Bd. of Educ. of Pemberton, 2008 WL 553029 (N.J. Super A.D. 2008) – Upholding the discharge of a tenured middle school teacher for accessing child pornography, even though the teacher testified that she was only attempting to discover which sites were not blocked to students in order to correct a problem with the internet filter. She never reported the problem or her access to superiors. 
D. INAPPROPRIATE STUDENT USE
1. Cyber activity is starting at younger and younger ages amongst students, and that it increasingly includes risky behavior by students. 
2. Online misconduct committed on-campus and/or through school property is the least legally protected of student online activity, meaning that discipline is usually upheld in this context. Courts typically uphold discipline for such misconduct against First Amendment challenges, so long as a valid Board policy was in place at the time of the misconduct and was violated and there is sufficient evidence of a violation. 

3. CAUTIONS 

· THE PUNISHMENT MUST FIT THE CRIME: Remember that discipline means a warning all the way up to a 2-calendar-year expulsion. 

· TRY TO BE CONSISTENT, not just building-wide, but District-wide.
IV. STUDENT oFF-CAMPUS online MISCONDUCT
A. Discipline of students for off-campus, online misconduct 
1. A court will ask the following questions:

a. Does a board policy allow discipline for the misconduct at issue?

b. If so, is there a sufficient nexus between the off-campus, online misconduct and the school environment?
c. Did the action cause a “substantial disruption?” 
2. “Sufficient Nexus”
Courts generally find a sufficient nexus between off-campus, online misconduct and the school environment where the student somehow introduces the material into the school community, despite having created it off-campus. For example, a sufficient nexus might be found where the student:

· Creates online content off campus, but accesses it on campus;

· “Sends” the online content to other students at the school;

· “Aims” the material at students or staff;

· Encourages action by students or other members of the school community, including direct encouragement and use of language that might lead to action (e.g., threats or profane language might lead a parent to notify the school). 
· Creates false online materials that third parties might construe as being “created by” the school or a staff member; 

· Creates online materials that school officials reasonably believe would have a serious impact on student relationships.

Factors that may weigh against a finding of a sufficient nexus include:

· The only notification to school officials of the information was made by other students, parents, or third parties, unless that material was “aimed” at the third party who notified the school;

· That the student clearly did not intend the speech to reach campus and publicized it in such a manner that it was unlikely to do so; and
· That a school official was “hunting” for it online. 

3. “Substantial Disruption” 

a. An actual disruption is not required, but school officials must have more than an “undifferentiated fear or apprehension of disturbance” or “a mere desire to avoid the discomfort and unpleasantness that always accompany an unpopular viewpoint” to overcome the student’s right to freedom of expression.  In other words, the decision to discipline speech must be supported by the existence of specific facts that could reasonably lead school officials to forecast disruption. 

b. Some specific facts that may support the presence of a risk of substantial disruption:

· Whether the content is violent/threatening

· Whether the content is misleading or false

· Whether there have been previous disruptions re: similar content
· Whether there has been disruption in the classroom

· Voiced concerns from parents

· Staff absences due to safety/stress/etc

· School officials are being pulled away from their ordinary tasks to respond to the effects of a student’s speech
c. Factors that may weigh against a finding of substantial disruption include:

· Students are merely discussing the speech at issue without any evidence that classroom activities were substantially disrupted
· Only a few students were pulled out of class, or school staff spent the same amount of time typically spent on small issues at school to deal with the problem
· Ordinary personality conflicts among students that may leave one student feeling hurt or insecure

· Officials appear to simply dislike or disagree with the content or the message of the speech at issue, and are relying on the impact on the school as a “mere pretext” for silencing speech with which they do not agree
4. Invasion of the Rights of Others

a. A school may regulate student speech that collides with the rights of other students or employees to be “secure and be let alone,” even if a substantial disruption to school activities is not reasonably foreseeable.

b. The harm imposed on others must be greater than simply some slight emotional harm, such as hurt feelings or embarrassment. 
V. Searches and seizure rights for technology
A. Publicly owned technology (e.g., issued by school district)
1. If conduct occurs on school owned and operated technology (e.g., a classroom computer, computer in the library or computer lab) the answer is easy: A search may be conducted.

2. The issue is more difficult if the technology is “school issued” but the student or employee retains the technology on a more “private” level.

· Example: The District issues student laptop computers which they can take home with them.
· Example: The District issues a cell phone to employees.

3. Steps should be taken to ensure that employees agree that they have no “expectation of privacy” in those devices. 
· Example: Students and their parents should sign an acknowledgement form before being issued laptops or other technology indicating that a search may occur at any time because they have no expectation of privacy.
· Example: Employees should be given a policy providing that they have no expectation of privacy in District issued technology, and should be required to sign an acknowledgment of the content of that policy.

4. City of Ontario, 529 F. 3d 892 (U.S. 2010): The United States Supreme Court ruled that a public employer (police department) did not violate an employee's Fourth Amendment rights when it searched an employee's personal text messages on a publicly issued text messaging device, even though a supervisor of the employee had told him that the messages would not be searched so long as the employee paid any “overages” incurred as a result of his personal text messaging.

B. Privately owned technology (e.g., a student or employee’s personal camera, cell phone, smart phone, laptop).

1. Both students and employees have at least some Fourth Amendment protections against unreasonable searches and seizures of their personal effects, but in neither case is the protection absolute.
a. For students: A students personal property brought onto school grounds can likely be searched so long as the search is “reasonable in its inception” (i.e., the student is suspected of breaking a specific school rule or law and that suspicion is supported by objective facts) and “scope” (not excessively intrusive in light of the student’s age, sex, or nature of the infraction. 
b. For employees: Does the employee have an actual, subjective expectation of privacy or would a reasonable member of society have an expectation of privacy in that circumstance. If there is no expectation of privacy, the search can be conducted. Further, even if there is an expectation of privacy, an employer may conduct the search in the investigation of employee misconduct so long as the search is “reasonable in its inception and scope.” 
2. Klump v. Nazareth Area Sch. Dist., 425 F.Supp.2d 622 (E.D. Pa. 2006) – School administrators confiscated a student’s phone; accessed the student’s phone number directory, voice mail, and text messages; and used the phone to call individuals listed in the phone directory. The student sued claiming that the confiscation of the phone and the subsequent searches violated his Fourth Amendment rights. The Court held that the seizing of the cell phone was justified since the student had violated the school’s policy prohibiting the use or display of cell phones during school hours. The Court, however, ruled that based on the student’s Complaint, that all the subsequent searches were unconstitutional because these searches at its inception would not reveal whether the student violated another student policy. Rather, these searches were conducted “as a tool to catch other students’ violations.” Therefore, the Court denied the School District’s motion to dismiss the student’s violation of the Fourth Amendment Count. 
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